
218
Naval Surface Warfare Center, Dahlgren Division Technical Digest

CONTROLLING THE CONTROLLER:
THE UNRELENTING CHALLENGE IN
DIGITAL SHIPBOARD AUTOMATION

Mr. Richard A. Holden

This article provides a perspective on shipboard system automation from the aspects of
manning, operational use, and acquisition. Automation of naval systems grew from ad-
vances in technology made during and just after World War II and has led to profound
increases in the operational capability and performance of ships, but it has not notably
reduced manning. Shipboard automation is now generally accepted, but the first computer
programs used for ship control and weapon control were simply not trusted. Control of the
automating element emerged as the central issue when control of machinery was trans-
ferred from watchstanders to computers. The issue of dependability created the need for a
process to certify shipboard behavior of computers and computer programs. This need to
control the automating element led to an institutionalized engineering and acquisition
process that was used for decades. Recent reforms in acquisition have eliminated this legacy
process and introduced a dependence on commercial hardware and software, again creating
the need for a process to certify shipboard behavior of computers and computer programs.

INTRODUCTION

This article provides a perspective on the development, evolution, and influence of computer-
automated shipboard equipment from the aspects of manning, operational use, and acquisition.
Automation of shipboard equipment is one of the principal characteristics of modern warships.
Current trends in acquisition associate crew size with total life-cycle cost and insist on greater use
of automation to reduce crew size and realize reduced budget goals. A one-to-one correlation of
automation and crew size may be an oversimplification since the trade-off between manning and
automation is complex. Also, the ownership cost of sophisticated shipboard equipment will
influence projected cost savings from smaller crews. Furthermore, automation of safety-critical
and mission-critical systems poses a risk to the sailors who use them. The fundamental issue for
all automated systems is the possibility of an equipment malfunction caused by an error in the
computer program or a failure of hardware. Either cause—error or failure—could lead to
hazardous conditions aboard ship, the failure of the ship to carry out its mission, or both. Safety-
critical and mission-critical systems must satisfy extraordinary requirements. One example is the
automated fire control loop in which equipment controls a system that can take human life;
malfunctions cannot be tolerated. Another example is automated propulsion control equipment
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in which a malfunction could cause loss of mobility
and failure to accomplish the mission. Both these
examples illustrate the fundamental issue of shipboard
automation: quality of the automating element.

IMPACT OF AUTOMATION:  MANNING,
OPERATION, AND ACQUISITION

Automation of naval systems grew from advances in
technology made during and just after World War II.
Previously, systems were based on mechanized
devices with little internal functionality. Control was
provided by manual input, and there was a direct
physical linkage between input and output. For
mechanized systems, the human operator controlled
the system and, thus, provided direct control of the
output. The development of computers offered a
way for mechanized devices to
be self-operating so that direct
manual control by a human
operator was no longer re-
quired. For automated systems,
the operator alone does not
control the system, but rather
the system is controlled by both
the operator and the computer.
Use of mechanization and au-
tomation expands the manual
and cognitive capability of sail-
ors, but neither reduces the
need for them. Replacing the
need for the sailor requires re-
placing the need for cognitive
capability in the first place.

Manning

The number of sailors required
to crew ships contributes to the
Navy’s manpower and, hence,
to the total personnel cost. For
this reason, the Navy has always
tried to limit crew size as a
means of limiting total op-
erating costs. Crew size is not
arbitrary. A sufficient number
of crewmen are needed to

effectively operate the ship; that is, to sustain the ship
and ensure that its mission can be carried out. Effec-
tive operation of the ship will be a function of the
manual and cognitive work that the crew collectively
performs. Crew training and organization are impor-
tant factors in determining crew size.1 However, crew
size is limited by the level of technology used and by
the mission the ship is expected to perform.

Table 1 gives the crew size for various ships. To
compare crew sizes for the ships in this table, a
figure of merit is needed. An ideal figure of merit
would relate crew size to capability. However, no
such figure of merit is available, so a simpler one
based on ship displacement per crewman (tons/
crewman) will be used. This figure of merit, shown
in the last column of Table 1, varies from ship to
ship but does not appear to show a large differential
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with time. Modern ships appear to be only a little
more efficient than ships of the past. The techno-
logically advanced ships (the last five in Table 1)
average 20.3 tons/crewman compared to the previ-
ous ships, which average 13.8 tons/crewman. This
apparent reduction in crew size is the combined
effect of automation and advanced propulsion
technology. Automation and other advances in
technology have expanded the manual and cognitive
capability of the crew to include more warfighting
functions, which have greatly expand the ship’s
operational sphere. The primary impact of automa-
tion does not appear to have been to reduce crew
size, but rather to increase crew capability.

The validity of conclusions based on Table 1 will be
influenced by sample size. Although only 11 ships are
listed, they represent classes of ships, so the sample
size is actually larger. Based on the limited analysis
presented in Table 1, there appears to have been no
major changes in manning levels over the last
century, although ships designed in the early 1970s
were intended to meet reduced manning require-
ments. A study of these ships showed that although
higher skill levels were required, manning was not
reduced to expected levels.5 This study included six
ship classes and reported that actual manning levels
were, on average, 18% greater than the final design
estimates. Increases from the final design estimates
ranged from 4.7% for the DD 993 to 30.5% for the
DD 963. This result was disappointing given that,
during the 1970s, automation was seen as a means to
ultimately realize large reductions in crew size. It was
projected6 that by 1990 advances in technology could
reduce essential manning for a destroyer to 62 with
partial automation, 42 with extensive automation,
and 15 with very extensive automation. Recent
papers argue that warship manning requirements
can be reduced by the more efficient use of humans
and increased use of automation.7, 8

Projections of large reductions in manning have not
been accurate. One reason is that automation was a
necessity of technology advances that created
processes which were complex and remote from
humans. Technology advances in communications,
weapons, and propulsion led to systems that perform
processes that cannot be controlled by direct human
action; e.g., computations for phased-array radar

beam-steering commands. In contrast, cargo
handling is a human, hands-on process. Technology
advances in weapons and propulsion led to large,
complex, computer-controlled systems that could
be operated by a few crewmen. Technology ad-
vances in other areas have not led to systems that
perform sophisticated processes requiring computer
control. For example, arming carrier-launched
aircraft is a hands-on process performed by sailors
on the flight deck. Sustaining the ship at sea re-
mains largely a human, hands-on effort in cargo
handling, maintenance and repair, and damage
control. Reduced manning will come from develop-
ments that lead to a process that requires fewer
crewmen to sustain the ship at sea. The computer
may be used to automate the new process, but it is
the process itself that will reduce manning.

Operation

Automation, as seen from the deckplates, does not
involve crew size as much as it involves how people
relate to machines. Technology advances not only
provided the means for automated mechanization
but drove the need for it at the same time. The need
for self-operating machines resulted from technol-
ogy advances made in several different areas, causing
increased data volume and reduced response times.
Surveillance and communications technology
caused an increase in the volume of tactical data
available to the sailor, requiring evaluation of large
amounts of data that overwhelmed the plot-board-
and-grease-pencil approach. Advances in aeronau-
tics led to faster airborne threats with greater ranges
of maneuverability and altitude, requiring rapid
computation of fire control solutions and quickly
slewed gun mounts. The raw cognitive and manual
capability of human operators was inadequate and
had to be augmented by computers that took over
signal processing, weapon servo control, and data
management and display.

The development and use of electronic computers
overcame human limitations not by replacing them,
but by augmenting them by performing humanlike
functions. Computers are used to process data and
control mechanized equipment in a way that mimics
human operators, but much faster, with greater
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precision, and fewer mistakes. The first digital
computers used vacuum tubes and were too large
to deploy aboard a ship; therefore, the first auto-
mated shipboard systems used analog computers.
Development of the solid-state digital computer
led to a portable device that was capable enough,
yet small enough in size and power consumption
to be embedded in systems aboard ships. Digital
computers offered advantages over the analog
type9 and were first used for radar signal proces-
sors and for tactical data processing tasks that had
become difficult or impossible for sailors to do.
One of the first automated systems to be deployed
was the Naval Tactical Data System, which com-
pleted operational testing in April 1962.10 This
system represented the first large-scale change to
automation, and the issues that arose in its intro-
duction are fundamental to all computer-con-
trolled shipboard systems. Its introduction was
described as an “ultracomplex” change to naval
warfare that required special emphasis on overall
system control and computer-program error
detection and correction.11

Following the introduction of the Naval Tactical
Data System, shipboard automation was expanded
to include digital computer control of machinery.
The automated gas turbine was introduced in the
1970s and offered many advantages over the steam
plants of the earlier ships—for example, USS
Spruance, commissioning in 1975, featured auto-
matic starting and central control of the propul-
sion machinery. Bridge control included main
clutch engagement, propeller pitch, and shaft
revolutions per minute. In contrast, earlier ships
relied on local control of the propulsion machin-
ery, which required watchstanders at various
locations to maintain control of pneumatic,
hydraulic, and electrical equipment. The digital
computer allowed centralized control of the
propulsion process, eliminating the need for some
watchstanders and, at the same time, ensuring
optimum operation of the power plant. Transfer of
control of machinery from watchstanders to the
computer also raised the issue of reliability. The
initial introduction of automated machinery was
punctuated with the need for a continuous
watchstander and override control12, 13 to ensure
safe operation of the ship.

Shipboard automation is now generally accepted,
but the first computer programs used for ship and
weapon control were simply not trusted. Targeting
and weapon selection were not automatic. Weapons
were kept in stand-alone mode, and targets—
automatically processed by the Naval Tactical Data
System—were manually entered in the weapon
system. Therefore, the weapon control process was
discontinuous, and as a result, the speed advantage
in using the digital computer was lost. The full
advantage of the computer was realized when
tactical data processing was automatically coupled
with the weapon fire control loop. This coupling
was accomplished by the Aegis weapon system. First
deployed in 1983, the Aegis weapon system relied
on the multifunction SPY-1A radar for target
detection and fire control. From the first introduc-
tion of automatic data processing in 1962, two
decades passed before enough confidence could be
gained to close the fire control loop with a com-
puter program. And today, with rare exception,
shipboard weapons are limited to semiautomatic
operation; a final manual action is still required.

The central issue—control of the automating
element—drove decisions the Navy made during
the 1960s and 1970s.14, 15 The basic requirement was
to guarantee that the automating element did what
it was supposed to do and only what it was sup-
posed to do. Afloat commanders needed assurance
that the correct computer inputs would always be
given, and that the computer would always provide
the correct outputs. To the afloat commander, the
computer and its program was a box that converted
input to output. The box could not be trained, as
was the watchstander it augmented or replaced, and
it was impossible to see inside the box. A way to
determine if the box would function as expected
was beyond the afloat commander’s reach. Hence,
the automating element was perceived as a black
box that had to be depended on to work correctly if
its assigned mission was to be safely completed.
Therefore, naval officers insisted that computer
program maintenance be collocated with training—
at Dam Neck and San Diego—and controlled by the
fleet. In these early days of automation, the com-
puter and its program were akin to a human crew
member, since it performed duties a watchstander
would otherwise have had to do.
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Eventually the task of computer program mainte-
nance was transferred from fleet training to the
systems commands. Thus for the first time, engi-
neers ashore were responsible for the real-time
behavior of deployed systems. The deployed com-
mander controlled the human elements of his crew
but not the computer programs that he had to
depend on to operate certain equipment. A shore-
based administrative and engineering procedure was
established to guarantee that deployed computers,
like deployed sailors, would perform their work as
expected. The administrative procedure testified
that the engineering procedure had established the
exact state, or behavior, of the computer programs
before they were installed in deployed systems.
The process of certifying computers and computer
programs was born as a necessity of automated
weapons. Today, this task is critical for in-service
ships. Each of the Ticonderoga and Arleigh Burke
class Aegis ships have more than 400 different
computer program media aboard. In the combat
system alone, not counting firmware, there are at
least 45 different computer programs that execute
in real time. Support for these programs is the
current responsibility of several Navy groups,
assisted by contractors. Many of the computer
program media and over half of the real-time
executable programs are the responsibility of the
Naval Surface Warfare Center, Dahlgren Division
(NSWCDD) and the Naval Sea Systems Command.

Acquisition

The first applications of computer automation
were for dynamic, real-time control of weapon
directors and for tactical data processing for threat
assessment and weapon selection. Both these
applications demanded a high degree of confi-
dence derived from knowledge of the computer
and computer program. Deployed commanders
could be held accountable for personnel and
equipment under their command, but they could
not be held accountable for the interworkings of
black boxes that controlled their weapons; there-
fore, the shore establishment was forced to accept
responsibility for computer programs installed
aboard ships. Safe completion of the assigned
mission was no longer the sole responsibility of

the afloat commander. The acquisition agent who
delivered equipment to the ship would be required
to testify that the deployed equipment would work
as expected—and be accountable if it did not. If
the potential risk to the ship and crew was to be
qualified, the automating element could not be a
black box. Its internal workings had to be clearly
understood and carefully controlled; knowledge of
the internal design of the automating element was
required, and quality had to be certified.

Certification drove the engineering process and
established an acquisition approach for automated
tactical systems. The decades following World
War II institutionalized this approach to the extent
that procedures were followed without a clear
connection to the underlying purpose. Engineer-
ing automated military systems became a slow,
expensive, and cumbersome process. The central
issue of the engineering-dominated process—
control of the automating element—became
hidden and unclear to both practitioners and
critics. However, continuation of the Cold War
supported continuation of the process as a reliable
means to meet justified military needs. Eventually,
the approach took on the appearance of a tradi-
tional process that required direct military expen-
ditures with little economic advantage to the
nonmilitary sector. The end of the Cold War
offered an opportunity to remedy what were
perceived as costly and unnecessary steps in
defense acquisition.

The engineering and acquisition process that
evolved from the 1950s had institutionalized
processes that ensured systems were certified.
These processes were dismantled by acquisition
reform16 in the early 1990s. Under acquisition
reform policy, the original requirements used to
ensure quality—technical data rights, security,
specifications, and standards—are viewed as
inhibitors to acquiring the most cost-effective and
capable military systems. The desire to improve
military procurement was, in the case of auto-
mated systems, coupled to the availability of
commercial computer hardware and software. In
the 1960s, the Navy had to develop its own com-
puter technology, but by the mid-1980s there was
general use of computers in the commercial and
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private sector for office and business automation.
The availability of low-cost, commercial computer
hardware and software was perceived by the
proponents of acquisition reform to have
overcome the need for unique military computer
equipment. Reduced military budgets could be
achieved by streamlining the research,
development, and testing process and by using
commercial computer products in shipboard
systems. The central issue—control of the
automating element—was eclipsed by the desire
to reduce cost.

The past, or legacy, approach has been replaced by
the reengineered acquisition process that is based
on use of commercial products to the greatest
extent possible. There are numerous technological
and financial advantages of using commercial-off-
the-shelf products for the automating elements of
tactical systems. However, from a systems engi-
neering standpoint, there are difficulties in
integrating commercial products into systems. For
typical commercial products bought off the shelf,
the detailed design is not disclosed to the buyer.
Also, design specifications and design changes are
under the control of the vendor. For these reasons,
only the exterior of commercial-off-the-shelf
products is seen by the buyer. Unless the vendor
discloses the internal design, the buyer purchases
a black box.

Much of the financial advantage of using com-
mercial products is gained when they are pur-
chased and used as black boxes to the maximum
extent. However, use of commercial products does
not remove the need to certify tactical systems to
the afloat commander. The issue is: What is the
maximum extent that commercial products can be
used as black boxes in certifiable systems? The
unconstrained legacy approach that simply
eliminated all black boxes is not affordable. Thus,
a new approach is needed that can be applied to
current and future systems. Acquisition reform
and affordability requires the central issue—
control of the automating element—to again be
the basis of a new administrative and engineering
process in order to ensure the safety and perfor-
mance of mission critical systems.

CONTROLLING THE CONTROLLER

Shipboard systems are under the control of watch-
standers, who are expected to follow prescribed
procedures, are supervised, and are held account-
able. Watchstanders are under the direct control of
their shipboard superiors who gain confidence in
their reliability and performance by training and
evaluation. For a computer-automated system,
there is an additional layer of control between the
watchstander and the system as shown in Figure 1.
The operation of this inanimate controller is
determined by the real-time behavior of a com-
puter and its program. Characteristics of this
controller—the computer and its program—are
determined during design, development, and
production. Thus, the controller is controlled by
the process used to design, develop, produce, and
support it. The watchstander must accept the
controller’s real-time behavior and trust it to be
available, reliable, and repeatable. To ensure this
trust, the computer and its program should be
subjected to a quality-assurance process. Control-
ling the controller requires engineering to certify
that it meets requirements and that the level of risk
in using it aboard a ship can be tolerated.

Certifying behavior of an automated system means
that the risk in using it has been qualified. To
qualify risk, three things must be done:

✦ Define the system’s risk criteria

✦ Verify the system meets the definition

✦ Testify to the fidelity of the verification

Figure 1—Manual and Automated System Control
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The first, defining risk criteria, means specifying an
acceptable requirement or standard that can be
measured. The second, verification, means deter-
mining that design data and test data are accurate
and consistent with the documented standard. The
third, testifying, means the human act of attesting
by report, letter, or other means that the system has
met the standard within specified limits. The act of
certifying includes the acceptance of accountability
and liability for the deployed system, and responsi-
bility for the certification process, including the
standard criteria used.17

Certification requires that, from the very start of
automated system development, attention be given
to those malfunctions that can cause safety hazards
or mission negation. The severity of safety hazards
are easily defined as damage or destruction of the
system, injury to people, or loss of life. Mission
negation means that (1) the system was necessary to
accomplish a specific military mission, and (2) a
malfunction could render the system unusable,
preventing successful completion of the mission.
Careful attention should be given to critical compo-
nents whose malfunction can cause safety hazards
or mission negation. If the system can be redesigned
to eliminate all critical components, then all is well.
If critical components cannot be eliminated, then
the risk of a safety hazard or mission negation can
be qualified in terms of eliminating, predicting, and
controlling malfunctions. There are well-known
engineering methods for risk assessment and
management that can be applied throughout the
system life cycle to certify that system quality
assurance has been met.18

Certification does not mean that the automating
components of the system are free of all imperfec-
tions and will work perfectly. In reality, all systems
can and will suffer from components that malfunc-
tion due to wear, design defects, and incorrect
operating conditions. The malfunction of different
system components may lead to different failure
mechanisms of the system. One component mal-
function may have minimal effect, causing only slight
system performance degradation, whereas a different
component malfunction may be catastrophic and
result in destruction of the system and loss of life.
Thus, a given system design can be evaluated to

determine the impact of a malfunction of any of its
components. System acquisition must deal with a
fact of life—the inevitability of malfunctions.

Consider a single component in a multicomponent
system. The component is a box that has input and
output, performs some function, and is connected
to other boxes. Internally, the box may contain a
single element or many interconnected elements.
There are two types of malfunctions that could
occur:  hardware or software.

Hardware—The box contains only mechanical or
electrical elements; that is, there is no computer
program. Used over and over, some element in the
box will finally wear out, and the box will malfunc-
tion and cause the output to be incorrect. The
failure mechanism—wear-out—is stochastic, and
repeated testing with copies of the box will establish
a rate of failure. Statistical accuracy requires all
copies of the box—those tested and those used in
the deployed system—to be built to the same design
and tolerance. Confidence in predicting failure rate
will be based on the quality assurance process used
to ensure that all copies of the box are the same.

Software—The box is a computer executing complex
software instructions. If the box is used over and
over, the software instructions will be executed over
and over and in different combinations. Unlike
hardware, the instructions cannot wear out, so if
there are no errors, the box will operate forever
without malfunctioning. If there are errors, then a
malfunction can occur. There are generally two types
of errors:  (1) programming mistakes and (2) inad-
equate programming. The latter occur in complex
programs because of the large number of possible
logic paths through the program, which makes it
very difficult to consider all possible combinations
that can occur when the program is used. For large,
complex programs, the programming logic can be
expected to fail for some operating conditions that
correspond to unique instruction combinations.
Computer program failures do not occur at random.
The failure mechanism is not stochastic. The cause
of the failure is an event-driven condition, which
means that malfunctions cannot be predicted
statistically from test data. Defects that cause failures
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are latent defects; they remain hidden until certain
operational conditions occur.

These examples illustrate the basic difference in
quality control of system hardware and software.
Certification of hardware components of automated
systems can be accomplished by traditional quality
assurance methods used to predict failure rates.
Ensuring availability and reliability of hardware
used in automated systems is basically the same as
for manual systems. Automation has not introduced
any fundamentally new or different requirements
for quality assurance of deployed hardware. In
contrast, the introduction of computer programs in
deployed systems requires a new and different
approach to quality assurance. Availability, reliabil-
ity, and repeatability of the computer program are
fundamental requirements for automated systems.
And the requirement of the quality assurance
process is to deal, not with a product that wears out,
but with a product that contains latent defects.

Defects in computer programs cannot be entirely
prevented so the engineering process will have to be
one that can detect, eliminate, and manage latent
defects. Software assurance is critical to automation
and must be rigorously applied throughout the
development and maintenance process.19 The
number of latent defects will invariably grow with
the size and complexity of computer programs
needed to automate shipboard systems. The ex-
panded use of shipboard automation, particularly
as a means of reducing shipboard manning, will
lead to the need for greater amounts of software.
The challenge is to control computer program
quality by continuing to sustain a carefully con-
trolled process for their design, development,
production, and maintenance.

A new approach to acquiring and supporting
mission-critical systems must be derived from
melding together the basis of the legacy approach
with the reality of acquisition reform. The legacy
approach was based on the conviction that risk must
be known, understood, and acceptable. Further-
more, the legacy approach recognized that responsi-
bility and government are inseparable. Today,
acquisition reform recognizes that military systems

can be made affordable by the use of commercial
products. A new engineering and acquisition
approach is needed that can deliver affordable and
usable commercial-based systems. Affordability
depends on the availability of low-cost, high-
performance computer hardware and software that
can be readily adapted to the warship environment.
Usability of commercial-based systems depends on
accommodating unique requirements that include
supportability and reliability in the warship envi-
ronment. The need for quality assurance of the
computer program has been discussed at length, but
other warship environmental factors are equally
important. These factors include the effects of
shipboard electrical power, electromagnetic interfer-
ence, and mechanical shock—all of which differ
from that experienced in the commercial world.
Also, there is no commercial equivalent to battle-
short; i.e., in a combat emergency, some systems are
required to be operated beyond their normal
combat performance limits. Developing commer-
cial-based systems will depend on carefully planned
engineering and acquisition that takes full advantage
of commercial products while accommodating the
warship environment.

CONCLUSION

Automation has greatly increased performance and
capability, but it has not yet markedly reduced
shipboard manning. The use of automated weapons
has impacted the engineering and acquisition
process forever by requiring a highly disciplined,
shore-based infrastructure to be responsible for the
performance of deployed systems. The current issue
of affordability underscores the need for the shore-
based infrastructure to institutionalize an effective
process to certify the performance and safety of
deployed systems. The use of computers in critical
shipboard systems requires standards, design data,
test data, and analysis sufficient to verify perform-
ance and to qualify the potential risk to the sailors
who use them.

The single most critical requirement for computer-
controlled shipboard systems is that the delivery
agent is accountable for operational performance
and, as a consequence, accepts certification
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responsibility. The potential danger in not certifying
was clearly stated more than 30 years ago: “The
compulsory feature of this situation is that the
commander must constantly and carefully monitor
the planned programs inserted into this equipment.
Unless this is done, incorrect solutions will result,
thereby leading to an erroneous decision.”14 This
statement is still valid today—no technology or
process has been devised that can repeal it. Certifi-
cation of systems used aboard warships is still a
fundamental requirement of the engineering
process, regardless of the acquisition approach
taken. The central issue—control of the automating
element—is invariant.
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